Connecting to Wnet - Windows 8

Right-click on your network
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Troubleshoot prn:nl::ller'ns

. Open Metwork and Sharing Center
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Connecting to Wnet - Windows 8

Select Set up a new connection or network

Change your networking settings

’{i. Set up a new cennection or nebwork
. Set up a broadband, dial-up,

Troubleshoot problems

Diagnose and repair network problems,

PM connection; or set up a router or access point.

et troubleshooting information.
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Connecting to Wnet - Windows 8

1. Select Manually connect to a wireless network
2. Click Next

_ o N

@ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet,

| Set up a new network
-y et Up @ new router or access point.

m Manually connect to a wireless network o

sl _cnnect to a hidden network or create a new wireless profile

l Connect to a workplace
: Set up a dial-up or VPN connection to your workplace.,

o
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Connecting to Wnet - Windows 8

1. In the Network name field type Wnet 2.

Security type drop down menu, select

In the

WPA2-Enterprise 3. In the Encryption type drop

down menu, select AES 4. Click Next
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@) & Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: Wiet o
ey
Security type: WPA2-Enterprise " o
-y
Encryption type: AES w o
-y
Security Key: Hide characters

Start this connection automatically

[ ] Connect even if the network is not broadcasting

Warning: If you select this opticn, your computer's privacy might be at risk,

1 e | st

Cancel
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Select change connection settings

& Manually connect to a wireless network

Successfully added Wnet

< Change connection settings
Op e connection properties se that | can change the settings.

Close
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Select the Security tab

Wnet Wireless Network Properties ﬂ

Connection | Security

Mame: k

S5ID: Wnet
Metwark type: Access point I}
Metwork availability: &l users

Connect automatically when this network is in range
[ |Look for other wireless networks while connected to this network
[ ] Connect even if the netwark is not broadcasting its name (S5ID)
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Connecting to Wnet - Windows 8

1. Ensure Microsoft: Protected EAP (PEAP) is
selected in the drop down menu 2. Click the
settings button

Wnet Wireless Network Properties

Connection | Security
Security type: WPA2-Enterprise W

Encryption type: AES W

H\-—Jﬁl'u::uc:usna a network authentication method:
Microsoft: Protected EAP (PEAF) W Settings |e
N

Remember my credentials for this connection each
time I'm logged on

Advanced settings

cancel
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Connecting to Wnet - Windows 8

1. Uncheck the box that states Verify the server's
identity by validating the certificate 2. Ensure that
Secured password (EAP-MSCHAP v2) is selected in
the authentication method drop down menu 3.

Click the configure button
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Protected EAP Properties “

When connecting:

[ ] verify the server's identity by validating the certificate

b | | Connect to these servers (examples:srv1;srv2;. ) srv3), com):

Trusted Root Certification Authorities:

M| AddTrust External CA Root | ~
[ ] Baltimore CyberTrust Root

[ ] certum ca

[ ] class 3 Public Primary Certification Authority

[ ] DigiCert Assured ID Root CA

[ ] DigiCert Global Root CA

|:| DigiCert High Assurance EV Root CA
£

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method: o o
Nt o

Secured password (EAP-MSCHAP w2) LY
Enable Fast Reconnect
[ ]Enforce Metwork Access Protection [

[ | Disconnect if server does not present aryptobinding TLY
[ | Enable Identity Privacy

Configure...

carcel
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Connecting to Wnet - Windows 8

Uncheck the box that states Automatically use my
Windows logon name and password (and domain if
any), and click OK

Protected EAP Properties

EAP MSCHAPvZ Properties ﬂ

When connecting:
3. com):
.t‘:'v.l_rh::umEltu::ElII'_.r use my Windows logon name and
passwurd (and domain f ary).

f o ] [ ones A

[ ] certum ca

[ ] class 3 Public Primary Certification Authority

[ ] DigiCert Assured ID Root CA

[] DigiCert Global Root CA

|:| DigiCert High Assurance EV Root CA W
< >

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP w2) W Configure...

Enable Fast Reconnect

[ ]Enforce Metwork Access Protection

[ | Disconnect if server does not present cryptobinding TLV
[ |Enable Identity Privacy

E oK Cancel
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Click OK

Protected EAP Properties E

When connecting:

[ ] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. *\.srv 3\, com):

Trusted Rook Certificakion suthaorities:

O ~
[ ] Baltimore CyberTrust Root

[ ] Certum CA

[] class 3 Public Primary Certification Authority

[ ] DigiCert Assured ID Root CA

[ | DigiCert Global Root CA

|:| DigiCert High Assurance EV Root CA W
L4

Motifications before connecting:

Tell user if the server’s identity can't be verified

Select Authentication Method:
Secured password (EAP-MSCHAP v2) W
Enable Fast Reconnect

[ ] Enforce Metwark Access Protection

[ ] Disconnect if server does not present cryptobinding TLY
[ ] Enable Identity Privacy

Ok Cancel
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Connecting to Wnet - Windows 8

Click the Advanced Settings button

Whnet Wireless Network Properties “

Connection | Security

Security type: WPAZ2-Enterprise W

Encryption type: AES W

Choose a netwaork authentication method:

Micrasoft: Protected EAP (PEAF) v

Remember my credentials for this connection each
time I'm logged on

Advanced settings

L} Ok Cancel

CONNECTING TO WNET - WINDOWS 8




Connecting to Wnet - Windows 8

1. Check the box that states Specify authentication
mode 2. Select User authentication from the drop
down menu 3. Click OK

Advanced settings E

802, 1x settings | 302, 11 settings

@/ Spedfy authentication mode:

User guthentication W Save credentials

Delete crede o or all users
N/ %

[ ]Enable single sign on for this network

® Perform immediately before user logon
Perform immediately after user logon

Mazximurn delay (seconds): 10 =

| Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

© s
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Click OK

Wnet Wireless Network Properties H

Connection | Security

Security type: WPAZ2-Enterprise W

Encryption type: AES W

Choose a network authentication method:
Microsoft: Protected EAP (PEAP) W Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

]\\) oK Cancel
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Click Close

] & Manually connect to a wireless network

Successfully added Wnet

< Change connection settings
Open the connection properties so that | can change the settings.

Close
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Connecting to Wnet - Windows 8

When you connect to Wnet, you will be prompted
for your credentials, which are the same
credentials you use to log into Portal

Network Authentication
o
[~

Password

Domain:

That's it. You're done!
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